COURSE OUTCOMES FOR M.TECH-CYBER SECURITY R20 FOR THE YEAR 2018-2020

Course | Year/Semester | Subject Name (Subject Code) No. of Hours | Credits:3
Outcome | 1 Sem Math_ematlcal Foundation for Cyber L:3T:0P:0
Security (M20CY01)
On successful completion of this course, students will be able to:
1 Define the concepts related to the basics of group theory.
2 Develop understanding of number theory algorithms.
3 Discover different operations on algebraic structure
4 Derive the probability density function of transformation of random variables.
5 Develop understanding of Bayesian framework.
Course | Year /Semester | Subject Name (Subject Code) N?- of _Hou.rs Credits:3
Outcom | 1 Sem Network Security and Cryptography L:3T:0P:0
o (M20CS08)

On successf

ul completion of this course, students are able to:

1 Identifies various types of vulnerabilities, attacks, mechanisms and security services
2 Compare and contrast symmetric and asymmetric encryption algorithms.
3 Implementation of message authentication, hashing algorithms and able to understand kerberos
4 Explore the attacks and controls associated with IP, transport level, web and E-mail security
5 Develop intrusion detection system, solutions for wireless networks and designing of various types of
firewalls.
6 Understand the various wireless network vulnerabilities and implements different types of cryptographic
techniques to improve wireless network security.
Course | Year/semester | Subject Name (Subject Code) No. of Hours Credits:3
Outcome | I Sem Cloud computing (M20CS03) L:3T:0P:0
After the completion of this course, the students should be able to
1 Discuss main concepts, key strengths, and limitations for cloud computing.
2 . Develop the architecture along with specific infrastructure on cloud computing, including SaaS, PaaS,
laaS, public cloud, private cloud, hybrid cloud, etc.
3 Explain the issues on cloud computing along with security, privacy, and interoperability
4 Choose and use the appropriate technology, methods on these issues
5 Identify problems, and explain, analyze, and evaluate various cloud computing solutions.
6 Provide the appropriate solutions on cloud computing based on the application.
Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 3
outcome | 1 sem Python Programming (M20CS04) L:3T:0 P:0
1 Defining the fundamentals of writing Python scripts.
2 Expressing the Core Python scripting elements such as variables and flow control structures.




3 Apply Python functions to facilitate code reuse.
4 Extending how to work with lists and sequence data.
5 Implement file operations such as read and write
6 Implementing and Adapting the code robust by handling errors and exceptions properly.
Course | Year/Semester | Subject Name (Subject Code) No. of Hours | Credits:3
Outcome | | Sem L:3T:0P:0

Internet of Things (M20CS05)

On successful completion of this course, students will be able to:

1 Describe the basic terminology, latest technology along with its applications.
2 Discuss the protocols based on the concepts such as machine to machine.
3 Illustrate the IOT devices using Python Scripting Language.
4 Develop an application with Raspberry Pl platform which can be widely used in many
applications of loT devices.
5 Implement it widely that can be used in many applications of IoT devices
6 Design a web application framework on REST ful web API.
Course Year Subject Name (Subject Code) N?- of _Hou.rs Credits:3
Outcome | /Semesterl Secure Software Design and Development L:3T:0P:0
Sem (M20CY02)
On successful completion of this course, students are able to:
1 Differentiate between various software vulnerabilities.
2 Explain the Software process vulnerabilities for an organization
3 Demonstrate the Monitor resources consumption in software
4 Explain the Interrelate security and software development process.
&) Discuss the Case study of DNS server, DHCP configuration and SQL injection attack.
Course | Year/semester | Subject Name (Subject Code) No. of Hours Credits:3
Outcome | 1 Sem Operating System Security(M20CY03) L:3T:0P:0

After the completion of this course, the students should be able to

1 Explain the overview of operating system
2 Demonstrate the Access control matrix, access control list and Lampson‘s access matrix
3 Identify the Encryption Techniques, Authentication and Password Security issues
4 Identify the Encryption Techniques and apply the real time applicationse
5 Know the role and responsibilities of a system administrator and Create and administer user accounts on
both a Linux and Windows platform
Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 3
outcome | 1 sem Artificial Intelligence (M20CSQ7) L:3T:0P:0
1 Remember various Al concepts like the Al technique, level of models, there underlying




assumptions etc
2 Understand the concepts of Al search techniques
3 Apply knowledge Representation techniques
4 Analyze different structures of representation
5 Evaluate Al search techniques
6 Understand the concepts of Natural Language Processing.
Course | Year/Semester | Subject Name (Subject Code) No. of Hours | Credits: 2
Outcome | | Sem ?‘I\i%g\l;gf)wmy and Cryptography Lab L:0T:0P:4
On successful completion of this course, students will be able to:
1 Implement the cipher techniques.
2 Apply the mathematical foundation required for various cryptographi c algorithms.
3 Develop the various security algorithms.
4 Use different open source tools for network security and analysis
Course | Year /Semester | Subject Name (Subject Code) No. of Hours | Credits:2
Outcome | | Sem Cloud computing Lab(M20CS10) L0 T0RA
On successful completion of this course, students are able to:
1 Develop the architecture along with specific infrastructure on cloud computing,
including SaaS, Paas, laa$, public cloud, private cloud, hybrid cloud,etc.
2 Explain the issues on cloud computing along with security, privacy,and interoperability
3 Identify problems, and explain, analyze, and evaluate various cloud computingsolutions.
4 Provide the appropriate solutions on cloud computing based on theapplication.
Course | Year/semester | Subject Name (Subject Code) No. of Hours Credits:2
Outcome | 1 Sem Python Programming Lab (M20CS11) L:0 T-0P:4
After the completion of this course, the students should be able to
1 Expressing the Core Python scripting elements such as variables and flow control structures.
2 Apply Python functions to facilitate code reuse
3 Extending how to work with lists and sequence data.
4 Implement file operations such as read and write and Adapting the code robust by handling errors and
exceptions properly.
Course | Year/semester | Subject Name (Subject Code) No. of Hours Credits:2
outcome | 1 sem Internet of Things Lab (M20CS12) L:0 T-0P:4
1 Demonstrate the starting of Raspberry Pi and practice Linux commands in command terminal
window.
Develop and run all basic python programs on RaspberryPi
Build real time applications on Light an LED using Pythonprogramming
Experiment with implementation of intruder system and various sensors like temperature,
humidity,smoke.




Course
Outcome

Year/Semester | Subject Name (Subject Code)

| Sem Research Methodology and IPR(M20MCO01)

No. of Hours
L:2T:0P:0

Credits: 0

On successful completion of this course, students will be able to:

1 /Acquire knowledge on Research Design and statistical methods in research.

2 /Analyze the various methods in Data Collection, Data Organization and different approaches of Data
Representation

3 Understand all the basic concepts required to prepare
a. Research synopsis
b. Dissertation
c. Writing a good research proposal

4 Interpret the Scope of Patent Rights and Administration of Patent System

Course | Year /Semester | Subject Name (Subject Code) No. of Hours | Credits:0
Outcome | 1 Sem English for Research Paper Writing L:2 T:0P:0

(M20AC01)

On successf

ul completion of this course, students are able to:

1 Obtain complete knowledge on Definition of a research paper, Purpose of writing any
research paper, its Scope and Benefits.
2 Understand the standard English formats .for scripting the best research paper.
3 /Analyze all the Qualitative and Quantitative Research Methodologies and the ethics of plagiarism
4 Explain the detailed process of writing and publishing any research paper and perform a case study on
paper writing
Course | Year/semester | Subject Name (Subject Code) No. of Hours Credits:3
Outcome | 11 Sem Cyber Security (M20CS27) L:3 T:0P:0
After the completion of this course, the students should be able to
1 Outline key terms and concepts in cyber law, intellectual property and cyber crimes.
2 Explore the vulnerabilities, threats and cybercrimes posed by criminals.
3 Identify various security challenges phased by mobile devices.
4 Identify various types of tools and methods used in cybercrime, develops the secure counter methods to
maintain security protection.
5 /Analyze and evaluate the cyber security needs of an organization.
6 Design operational and strategic cyber security risk management policies in order to adequately protect an
organization’'s critical information and assets.
Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 3
Web Application and Penetrating Testing .2 T+ P-
Outcom | Il Sem (M20CY05) L:3T:0P:0
e
Explain threats, vulnerabilities and breaches to design database
2 Discuss Relational Data Model and concurrency controls and locking, SQL extensions to
security
3 Demonstrate the Browser security principles.




4

How to provide software centric security and mobile web browser security in real time
applications

5 Construct the penetrating testing workflows with examples.
Course | Year/Semester | Subject Name (Subject Code) No. of Hours | Credits:3
Outcom | Il Sem L:3T:0P:0

e

Machine Learning (M20CS16)

On successful completion of this course, students will be able to:

1 Discuss different application on Machine Learning problems.
2 Describe various algorithms on Machine Learning mentioning its strengths and weaknesses.
3 Illustrate the basic theory focused on Machine Learning.
4 Improve the performance of Machine Learning algorithms with different parameters.
5 Analyze current research papers.
6 Understand the latest issues raised by current researchers.
Course | Year /Semester | Subject Name (Subject Code) N?- of _Hou.rs Credits:3
Outcome | 11 Sem Digital Forensics (M20CS17) L:3 T:0P:0

On successful completion of this course, students are able to:

1 Discuss digital forensics related to investigative process.
2 Explain the legal issues to prepare, perform digital forensic analysis based on theinvestigator's
position
3 Demonstrate the techniques, usage of digital forensics tools.
4 Elaborate digital forensics in detail.
5 Analyze the state of the practice, gaps in technology, policy, and legal issues
6 Develop techniques used on Data Analysis, cybercrime.
Course | Year/semester | Subject Name (Subject Code) No. of Hours Credits:3
Outcome | I Sem Blockchain Technology (M20CS18) L:3T:0P:0

After the completion of this course, the students should be able to

1 Introduce the fundamentals of blockchain, history, technology and decentralization.
2 Revise cryptographic concepts and its use in blockchain
3 Define bitcoin and understand structure of blockchain
4 Understand alternatives to proof of work
5 Introduce smart contracts, solidity and Web3 to implement blockchain
6 Understand applications of blockchain and its challenges
Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 3
Ethics and Law of Cyber Security .2 T-0 Dp-
Outcome | Il Sem (M20CY06) L:3T:0P:0
1 Understand key terms and concepts in cyber law, intellectual property and cybercrimes,
trademarks and domain theft
2 Determine computer technologies, digital evidence collection, and evidentiary reporting in




forensic acquisition.

3 Secure both clean and corrupted systems, protecting personal data, securing simple computer
networks, and safe Internet usage.
4 Incorporate approaches for incident analysis and response.
Course | Year/Semester | Subject Name (Subject Code) No. of Hours | Credits:3
outcome | 11 Sem Firewall and VPN Security (M20CY07) L:3T:0P:0
On successful completion of this course, students will be able to:
1 To show the fundamental knowledge of Firewalls and it types
2 Construct a VPN to allow Remote Access, Hashing, connections with Cryptography and VPN
Authorization
3 Elaborate the knowledge of depths of Firewalls, Interpreting firewall logs, alerts, Intrusion and
Detection
4 Infer the design of Control Systems of SCAD, DCS, PLC’s and ICS's
5 Evaluate the SCADA protocols like RTU, TCP/IP, DNP3, OPC,DA/HAD
Course | Year /Semester | Subject Name (Subject Code) N?-?)Of 'TJOU'E)S Credits:3
Outcome | 11 Sem Big Data Analytics (M20CY08) L3 TP
On successful completion of this course, students are able to:
1
2
3
4
5
6
Course | Year/semester | Subject Name (Subject Code) No. of Hours Credits:2
Ethical Hacking and Cyber Security Lab AT D-
Outcome | I Sem (M20CY09) L:0T:0P:4
After the completion of this course, the students should be able to
1
2
3
4
Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 2
outcome | 11em Digital Forensics Lab (M20CS24) L:0 T:0 P-4
1 Understand the methods available for retrieving the lost data.
2 Classify the various mobile forensic techniques and how to handle them.

3 Identify the different Open-source intelligence techniques
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Demonstrate how to develop certification for Cyber Forensic.

Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 2
Outcome | 11 Sem Machine Learning Lab (M20CS23) L0 T0PA
1 Discuss different application on Machine Learning problems
2 Describe various algorithms on Machine Learning mentioning its strengths and weaknesses.
3 Improve the performance of Machine Learning algorithms with different parameters
4 Understand the latest issues raised by current researchers.
Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 2
Outcome | 11 Sem Block Chain Techology Lab(M20CY10) LT
1 Explain design principles of Bitcoin and Ethereum
2 Explain Nakamoto consensus.
3 Explain the Simplified Payment Verification protocol.
4 List and describe differences between proof-of-work and proof-of-stake consensus
5 Interact with a blockchain system by sending and reading transactions.
6 Design, build, and deploy a distributed application
7 Evaluate security, privacy, and efficiency of a given Blockchain system.
Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 2
Outcome | 11 Sem Mini Project with seminar (M20CY11) L0 0P
1
2
3
4
Course | Year/semester | Subject Name (Subject Code) No. of Hours | Credits: 0
Outcome | 1115em Stress Management(M20AC02) L2 TOP0
1 Maintain a stress awareness log. Include identification of causes, symptoms, and analysis of effects
2 Gather information on current stress management techniques and evaluate personal relevance.
3 Practice specific techniques, track effectiveness, and revise to meet personal preferences.
4 Choose an adaptable stress management plan for academic success incorporating selected techniques.




I1I-SEMESTER

e

Course | Year/Semester | Subject Name (Subject Code) No. of Hours | Credits: 3
outcom | Il Sem Information Warfare(M20CY12) L:3T:0P:0
e
On successful completion of this course, students will be able to:
1 Explain the theory of data, information and knowledge as they pertain to information warfare
2 Apply strategies of using information as a weapon and a target
3 Apply the principles of offensive and defensive information warfare for a given context
4 Discuss the social, legal and ethical implications of information warfare
5 Evaluate contemporary information warfare concepts for their application in a corporate
environment
Course | Year /Semester | Subject Name (Subject Code) No. of Hours | Credits:3
Outcom | 111 Sem Intrusion Detection (M20CY13) L:3T-:0P:0
e
On successful completion of this course, students are able to:
1 Understating of various types of intruders and intrusion detection systems.
2 Implementation of Intrusion detection architecture.
3 Identifying the Security threats and risk assessment.
4 Exploring tools used for intrusion detection system
5 Develop the understanding of organizations standards and its legal issues.
Course | Year /Semester | Subject Name (Subject Code) No. of Hours | Credits: 3
Outcom | 111 Sem Social, Web and Mobile Analytics L:3T:0P:0
o (M20CY14)
After the completion of this course, the students should be able to
Apply best practices in Search Engine Optimization
2 Apply ethical principles to the use of web and social media data
3 Use different tool for capturing data from various resources
4 Perform Mobile Application analysis using different tool and techniques
5 )Analysis report generation and presentations.
Course | Year /Semester | Subject Name (Subject Code) No. of Hours | Credits:3
Outcom | 111 Sem Advanced Optimization (M20MAO01) L:3T:0P:0

On successful completion of this course, students will be able to:




Describe problem clearly, identify and analyze the individual functions.

Analyze study on solving optimization problem

Translate verbal formula on optimization problem.

Design algorithms, reliably to find an approximate solution

al | WO N -

Compare the performance of an algorithm.

6 Discovery, study, understandand solve optimization techniques using algorithms
Course | Year /Semester | Subject Name (Subject Code) No. of Hours | Credits:3
Outcom | 111 Sem Waste Management (M20CE27) L:3T:0P:0
e
On successful completion of this course, students are able to:
1 Compare the subject from the technical, legal and economical points.
2 Learn solid waste management.
3 Describe environment for sound management
4 Understand a municipal solid waste management system.
5 Plan a solid waste management system for decision makers.
6 Design an incineration facility.
Course | Year /Semester | Subject Name (Subject Code) No. of Hours | Credits:3
Outcom | 111 Sem Embedded System Design (M20CE27) L:3T:0P:0

e

After the completion of this course, the students should be able to

1 Describe embedded systems, design, technology to explain its metrics or challenges.
2 Design custom single—purpose processors using combinational as well as sequential logic.
3 Discuss about optimizing single — purpose processors. Discuss about the basic architecture and
operation of general purpose processors.
4 Define and distinguish between a timer and a counter, various types of timers and Universal
IAsynchronous Receiver/Transmitter.Explain controllers for LCD,Keypad and Stepper Motor.
5 Discuss common memory types ROM, RAM, advanced RAM. Explain microprocessor
interfacing and arbitration methods, various protocols like serial, parallel.
6 Explain basics of interrupts, architectures like Round Robin, Real — Time Operating System
architecture.
Course | Year /Semester | Subject Name (Subject Code) No. of Hours Credits: 10
Outcom | 111 Sem Project / Dissertation Phase-I (M20CY15) L:0T:0P:20
e
1
2
3
4




IV-SEMESTER

Course
Outcome

Year/Semester
| Sem

Subject Name (Subject Code)

Project / Dissertation Phase-11
(M20CY16)

No. of Hours
L:0T:0P:32

Credits: 16

On successful completion of this course, students will be able to:

1




